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IMAGE PROCESSING APPARATUS AND
IMAGE PROCESSING SYSTEM

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application claims priority from Japanese Patent
Application No. 2013-029847 filed on Feb. 19, 2013, and
Japanese Patent Application No. 2013-113435 filed on May
29, 2013, the entire contents of which are incorporated herein
by reference.

TECHNICAL FIELD

Aspects of the invention relate to an image processing
apparatus and an image processing system performing image
processing. More particularly, the aspects of the invention
relate to a technology of performing user authentication by a
server, which communicates with an image processing appa-
ratus, and performing image processing on the basis of a
result of the user authentication.

BACKGROUND

In an image processing system having an image processing
apparatus and a server, a technology of restricting perfor-
mance of image processing for each user on the basis of
information of a user authenticated by the server has been
known. In the image processing system, authentication infor-
mation is transmitted from the image processing apparatus to
the server, the server authenticates the user, and the image
processing apparatus permits execution of a job during which
the image processing is performed when a success result of
the user authentication is received from the server.

As an example, related-art discloses a digital complex
machine that is connected to an authentication server,
receives an input of authentication information through a
login screen, requests the authentication server to authenti-
cate a user based on the authentication information, and per-
forms printing processing or FAX transmission processing on
when a success result of the user authentication is received
from the authentication server.

SUMMARY

However, the related-art has the following problem. That
is, the image processing apparatus acquires the result of the
user authentication performed by the server and then starts
executing a job. For this reason, for the image processing
apparatus, there is waste of time after requesting the server to
authenticate a user until acquiring the result of the user
authentication.

Accordingly, aspects of the invention provide an image
processing apparatus and an image processing system
capable of effectively utilizing time after requesting a server
to authenticate a user until a result of the user authentication
is acquired.

According to an aspect of the invention there is provided an
image processing apparatus including: a first interface; a sec-
ond interface configured to be connected with a server, the
server being configured to perform user authentication; an
image processing unit configured to execute a job, the job
including image processing; and a control device configured
to: receive authentication information of a user via the first
interface; transmit the received authentication information to
the server via the second interface; execute a specific opera-
tion after receiving the authentication information, the spe-
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cific operation being a part of the job; receive a result of the
user authentication from the server after executing the spe-
cific operation; determine whether the user authentication by
the server has been successful in accordance with the received
result; and execute the rest of the job after completing the
specific operation and determining that the user authentica-
tion has been successful.

According to another aspect of the invention, there is pro-
vided an image processing system including: an image pro-
cessing apparatus configured to be connected with a server
and execute a job, the job including image processing; and the
server configured to store user information for identifying a
user, wherein the image processing apparatus is configured to
receive authentication information of a user, wherein the
image processing apparatus is configured to transmit the
received authentication information to the server, wherein the
image processing apparatus is configured to execute a specific
operation after receiving the authentication information, the
specific operation being a part of the job, wherein the server
is configured to perform user authentication by using the
transmitted authentication information, wherein the image
processing apparatus is configured to receive a result of the
user authentication from the server after executing the spe-
cific operation, wherein the image processing apparatus is
configured to determine whether the user authentication by
the server has been successful in accordance with the received
result, and wherein the image processing apparatus is config-
ured to execute the rest of the job after completing the specific
operation and determining that the user authentication has
been successful.

BRIEF DESCRIPTION OF DRAWINGS

FIG. 1 is a block diagram showing a configuration of an
image processing system according to an illustrative embodi-
ment;

FIG. 2 shows a configuration of a user registration table of
an authentication server:

FIG. 3 shows a configuration of a user restriction table of an
MFP (complex machine);

FIG. 4 shows a user information input screen that is dis-
played by the MFP;

FIG. 5 (5A, 5B) is a flowchart showing a sequence of job
execution processing that is executed by the MFP;

FIG. 6 is a flowchart showing a sequence of user authenti-
cation processing that is executed by an authentication server;

FIG. 7 is a flowchart showing a sequence of execution
restriction determination processing that is executed by the
MFP;

FIG. 8 shows combinations of a type of a job and a type of
a specific operation;

FIG.9 (9A, 9B) is a flowchart showing a sequence of login
execution processing that is executed by the MFP; and

FIG. 10 is a block diagram showing another configuration
of an image processing system according to an illustrative
embodiment.

DETAILED DESCRIPTION

Hereinafter, an image processing system according to an
illustrative embodiment will be specifically described with
reference to the accompanying drawings. In the illustrative
embodiment, the invention is applied to an image processing
system including an authentication server performing user
authentication and a complex machine (MFP: Multi Function
Peripheral) having a plurality of functions relating to image
processing.
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An image processing system 900 (which is an example of
the image processing system) of this illustrative embodiment
has an authentication server 100 (which is an example of the
server) and an MFP 200 (which is an example of the image
processing apparatus), as shown in FIG. 1. The MFP 200 has
a plurality of functions relating to image processing such as
printing, reading and the like. Also, the MFP 200 outputs an
authentication request to the authentication server 100 and
restricts execution of the image processing, based on a result
of the authentication. The authentication server 100 per-
forms, in response to the authentication request, user authen-
tication on the basis of user information attached to the
authentication request, and sends a result thereof.

In the image processing system 900, a plurality of image
processing apparatuses having the image processing function
may be connected in addition to the MFP 200. Also, regarding
the authentication server performing the user authentication,
multiple authentication servers may be connected in addition
to the authentication server 100.

Subsequently, a schematic configuration of the authentica-
tion server 100 will be described. As shown in FIG. 1, the
authentication server 100 has a CPU 51, a ROM 52, a RAM
53 and an HDD 54. Also, the authentication server 100 has an
operation panel 55 having a display function and an input
function and a network interface 57 enabling communication
with an external apparatus, which are controlled by the CPU
51.

In the HDD 54 of the authentication server 100, a variety of
programs and data such as an OS, a browser for accessing data
on the Internet, device drivers for controlling various devices,
etc., are stored.

Also, the HDD 54 stores therein a user registration table
541 as shown in FIG. 2, as information for performing the
user authentication. Specifically, the user registration table
541 stores records including four items. The four items are an
identification number (ID), an affiliation, a user name and a
password. In the meantime, the configuration of the records of
the user registration table 541 is not limited thereto and may
include other items. Also, it is only necessary that information
capable of specifying a useris included, and it is not necessary
to include all of the affiliation, the user name and the pass-
word.

The CPU 51 performs a variety of processing while storing
a calculation resultin the RAM 53 or the HDD 54, inresponse
to a control program read out from the ROM 52 or a program
read out from the HDD 54.

The network interface 57 is an interface enabling commu-
nication with other apparatuses. The authentication server
100 can transmit and receive data to and from the MFP 200
through the network interface 57.

Subsequently, a schematic configuration of the MFP 200
will be described. As shown in FIG. 1, the MFP 200 has a
CPU 31 (which is an example of the control device), a ROM
32, a RAM 33 and an NVRAM (Non-Volatile RAM) 34
(which is an example of the storage unit). Also, the MFP 200
has an image forming unit 10 (which is an example of the
image processing unit) that prints an image on a sheet, an
image reading unit 11 (which is an example of the image
processing unit) that reads an image of a document, an opera-
tion panel 40 (which is an example of the first interface and
the operational interface) having a display function and an
input function, an IC card reader 39 (which is an example of
the first interface) that reads information of an IC card, a FAX
interface 38 and a network interface 37 (which is an example
of'the second interface), which are controlled by the CPU 31.

The image forming unit 10 may execute a color printing or
only a monochrome printing. In this illustrative embodiment,
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the image forming unit 10 can execute a color printing. Also,
regarding a printing method, an electrophotographic method
or inkjet method is possible. Also, the image reading unit 11
may execute a color scan or only a monochrome scan. In this
illustrative embodiment, the image reading unit can execute a
color scan. Also, regarding a reading mechanism, botha CCD
and a CIS can be used.

The ROM 32 stores therein firmware, which is a control
program for controlling the MFP 200, a variety of settings and
initial values and the like. The RAM 33 and the NVRAM 34
are used as work areas from which the various control pro-
grams are read out or storage areas in which data is tempo-
rarily stored.

The CPU 31 controls the respective constitutional ele-
ments of the MFP 200 while storing processing results in the
RAM 33 or NVRAM 34, in response to the control programs
read out from the ROM 32 or signals sent from various sen-
SOIS.

The network interface 37 and the FAX interface 38 are
interfaces enabling communication with other apparatuses.
The MFP 200 transmits an authentication request to the
authentication server 100 and receives an authentication
result through the network interface 37. Also, the MFP 200
can transmit and receive FAX data through the FAX interface
38.

The operation panel 40 is provided on an outer side of the
MEFP 200 and has a variety of buttons for receiving a user
input and a touch panel for displaying a message or setting
contents. The various buttons include an OK button for input-
ting an instruction to start the image processing and a cancel
button for inputting an instruction to cancel the image pro-
cessing. Also, various inputs can be input to the touch panel
by a touch operation of the user and a variety of settings and
user information are input through the touch panel, for
example.

Also, the NVRAM 34 stores therein a user restriction table
341 as shown in FIG. 3, as information for restricting execu-
tion of the image processing. Specifically, the user restriction
table 341 has records including four items. The four items are
an identification number (ID), an affiliation, a user name and
restriction information.

Also, regarding the restriction information, whether the
respective image processing of printing, copy, FAX and scan
can be executed is stored. In FIG. 3, ‘0’ means that the execu-
tion is permitted and ‘x’ means that the execution is not
permitted. Also, regarding the restriction information, a
maximum number indicating the maximum number of sheets
to be processed, which can be executed in one job, is stored.
In the maximum number, ‘- means that there is no restriction
on the maximum number of sheets to be processed. Also,
regarding the restriction information, a remaining number
indicating the remaining number of sheets, which can be
processed, is stored. In the meantime, the record configura-
tion of the user restriction table 341 is not limited to the above
and may include other items. The configuration of the restric-
tion information is not limited to the above-described con-
figuration and may include other items. Also, it is only nec-
essary that the information specifying a user and the
restriction information corresponding to the user are associ-
ated with each other, and the affiliation and the user name
need not necessarily be used.

The user restriction table 341 may not necessarily have
records corresponding to all users registered in the user reg-
istration table 541. For example, records of all employees
may be registered in the authentication server 100 and records
of only employees belonging to a department in which the
MEP 200 is equipped may be registered in the MFP 200.
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Also, the user restriction table 341 is provided with a
record of an unregistered user who is a user that is not regis-
tered in the user restriction table 341. A record having an ID
‘999’ corresponds to the record of the unregistered user and
‘unregistered’ is stored in the user name. Hereinafter, this
record is referred to as an ‘unregistered record’. In the mean-
time, a record that is used when the user authentication is
successful and that specifies a user is referred to as a ‘user-
specified record’, such as ‘001” and ‘002°.

Since the affiliation of the unregistered user is unclear, the
affiliation of the unregistered record is not set. Also, in the
unregistered record, the MFP 200 cannot manage whether the
image processing can be executed, for each user. For this
reason, the execution of the image processing is more
restricted in the unregistered record than in the user-specified
record. Specifically, in the unregistered record, at least one of
an executable function and an executable amount of the image
processing is less than that of the user-specified record. For
instance, in an example shown in FIG. 3, the scan cannot be
executed in the unregistered record but can be executed in the
user-specified record. Also, the unregistered record has the
smaller maximum number than the user-specified record.

Subsequently, an operation outline of the image processing
system 900 will be described. In the image processing system
900, the user information is registered beforehand in the user
registration table 541 of the authentication server 100 by a
manager. Also, a manager sets the restriction information for
each user in the user restriction table 341 of the MFP 200 in
advance. The manager of the authentication server 100 and
the manager of the MFP 200 may be same or may be different.

In order to execute the image processing by the MFP 200,
it is necessary that the user authentication by the authentica-
tion server 100 has been successful. For this reason, a user
who uses the MFP 200 inputs the user information, which is
necessary for the user authentication, in the MFP 200. FIG. 4
shows a user information input screen that is displayed on the
operation panel 40. The user information input screen has an
input part 41, an execution button 42 and a cancel button 43.
An affiliation, a user name and a password, which are the user
information, can be respectively input in the input part 41.
Completion of an input operation of the user information can
be input by the execution button 42. A cancel request of the
input operation of the user information can be input by the
cancel button 43. The user inputs the user information in the
input part 41 and then touches the execution button 42. When
the execution button 42 is touched, the input of the user
information is completed.

The input method of the user information is not limited to
the input operation on the operation panel 40 and an IC card
having the user information stored therein may be set at a
predetermined reading position of the IC card reader 39.
When the IC card is set at the predetermined reading position,
the MFP 200 causes the IC card reader 39 to read out the user
information stored in the IC card.

After the MFP 200 receives the user touch operation on the
execution button 42, the MFP 200 requests the authentication
server 100 to authenticate a user, based on the user informa-
tion input in the input part 41. Alternatively, after the IC card
reader 39 reads out the user information from the IC card, the
MEFP 200 requests the authentication server 100 to authenti-
cate a user, based on the read user information. Then, the MFP
200 extracts a record from the user restriction table 341,
depending on the authentication result. The MFP 200 can
execute the image processing within a range permitted in the
restriction information of the extracted record.

Subsequently, operations of the MFP 200 of the image
processing system 900 will be described by referring to two
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embodiments in which timings at which the user authentica-
tion is performed are different. In the first embodiment, the
user authentication is performed after a start request of a job
is received, and the job, which is a target of the start request,
is completed on condition that the user authentication has
been successful. In the second embodiment, the user authen-
tication is first performed, and then, the MFP 200 becomes
capable of receiving a job on condition that the user authen-
tication has been successful. Then, the job that is received is
completed.

First Embodiment

First, job execution processing, which is executed by the
MEFP 200 so as to realize the operations of the first embodi-
ment, will be described with reference to a flowchart of FIG.
5 (5A, 5B). The job execution processing is executed by the
CPU 31 when the MFP 200 receives a start request of a job
accompanied by the image processing.

The job accompanied by the image processing includes
‘FAX transmission’ of reading a document and transmitting
the read image through the FAX interface 38, ‘scanning’ of
reading a document and preserving the read image in a file,
‘copying’ of reading a document and printing the read image,
‘PC printing’ of printing image data received from an external
apparatus such as a personal computer (PC) through the net-
work interface 37 and ‘FAX reception printing’ of printing
image data received from the external apparatus through the
FAX interface 38.

In the job execution processing, the MFP 200 requests a
user is to input the user information, and the user information
input by the user, i.e., the affiliation, the user name and the
password are respectively acquired by the MFP 200 (S101).
That is, with respect to an input through the operation panel
40, the MFP 200 displays the user information input screen on
the operation panel 40 and acquires the user information input
in the input part 41. With respect to an input through the IC
card reader 39, the MFP 200 acquires the user information
that is read out from the IC card by the IC card reader 39.

After S101, the MFP 200 outputs an authentication request
to the authentication server 100 (S102). The user information
acquired in S101 is added to the authentication request.

Here, user authentication processing that is executed by the
authentication server 100 will be described with reference to
a flowchart of FIG. 6. The user authentication processing is
executed by the CPU 51 when the authentication request is
received.

In the user authentication processing, the authentication
server acquires the user information added to the authentica-
tion request (S151). Specifically, the authentication server
acquires the respective information of the affiliation, the user
name and the password. Then, the authentication server per-
forms user authentication and determines whether the user
authentication has been successful (S152). In S152, the
authentication server retrieves a record, which coincides with
the user information, the affiliation, the user name and the
password acquired in S151, by referring to the user registra-
tion table 541, and determines that the authentication has
been successful when the record is retrieved and determines
that the authentication has failed when the record is not
retrieved.

After S152, the authentication server transmits a result of
the user authentication to the MFP 200. That is, when the user
authentication has been successful (S152: YES), the authen-
tication server responds that the user authentication has been
successful (8153). On the other hand, when the user authen-
tication has failed (S152: NO), the authentication server
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responds that the user authentication has failed (S161). After
S153 or S161, the user authentication processing by the
authentication server 100 ends.

Returning to the job execution processing of the MFP 200
in FIG. 5, after the MFP 200 outputs the authentication
request in S102, the MFP 200 executes execution restriction
determination processing of determining whether a specific
operation, which is a portion of an operation for completing a
job that is a target of the start request, can be executed (S103).
The details of the specific operation will be specifically
described later. In the meantime, S102 and S103 may be
executed in reversed order or may be executed at the same
time.

Here, the execution restriction determination processing of
S103 will be described with reference to a flowchart of FIG.
7.

In the execution restriction determination processing, the
MEFP 200 first determines whether there is the user registra-
tion in the MFP 200, based on the user information acquired
in S101 (S111). In S111, the MFP 200 refers to the user
restriction table 341 and determines that there is the user
registration in the MFP 200 when there is a record in which
the same user name as the user name acquired in S101 is
stored and determines that there is no user registration in the
MFP 200 when there is no record. When it is determined that
there is the user registration in the MFP 200 (S111: YES), the
MEFP 200 permits execution of the specific operation since it
can be determined that there is a high possibility that the user
authentication will be successtul and that there is a low pos-
sibility that the specific operation will be in vain (S116).

When it is determined that there is no user registration in
the MFP 200 (S111: NO), the MFP 200 determines whether
communication speed with the authentication server 100 is
lower than a threshold value (S112). When it is determined
that the communication speed is lower than the threshold
value (S112: YES), the MFP 200 permits the execution of the
specific operation because it can be determined that it takes
time to receive the authentication result and to transmit and
receive the image data and thus there is a high possibility that
the start of the image processing will be delayed (S116).

When it is determined that the communication speed is the
threshold value or higher (S112: NO), the MFP 200 deter-
mines whether a type of a job for which the start request is
received is a specific job (S113). The specific job includes a
job for which many setting operations are made on the opera-
tion panel 40. For example, the specific job includes FAX
transmission, scan and copy. On the other hand, the PC print-
ing and FAX reception printing do not correspond to the
specific job because the setting operations on the operation
panel 40 are less. Regarding the job for which many setting
operations are made on the operation panel 40, by enabling
early start of the setting operation on the operation panel 40,
as the specific operation, an early start of the image process-
ing can be expected. Thus, when the received job is the
specific job (S113: YES), the MFP 200 permits the execution
of the specific operation (S116).

When the received job is not the specific job (S113: NO),
the MFP 200 determines whether the MFP 200 is in an over-
load state (S114). The overload state includes a state where
other jobs are being executed and a state where an available
memory capacity is a threshold value or smaller. When the
MEFP 200 is in the overload state (S114: YES), the MFP 200
does not permit the execution of the specific operation,
because there is a high possibility that if the specific operation
is executed, it will have a bad influence on the other process-
ing (S115). On the other hand, when the MFP 200 is not in the
overload state (S114: NO), the MFP 200 permits the execu-
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tion of'the specific operation because influence of the specific
operation to the other processing is smaller (S116).

In this illustrative embodiment, the four conditions of S111
to S114 are determined as the conditions for restricting the
execution of the specific operation in S105. However, all of
the conditions need not necessarily be determined. That is, at
least one condition needs to be determined in the execution
restriction determination processing of S103. Alternatively,
the processing of S103 may be omitted, and the processing
may proceed to S105 after S102 so that the specific operation
is always started. After S115 or S116, the execution restric-
tion determination processing ends.

Returning to the job execution processing of FIG. 5, after
S103, the MFP 200 determines whether the execution of the
specific operation is permitted (S104). When the execution of
the specific operation is permitted (S104: YES), the MFP 200
executes a specific operation corresponding to the job for
which the start request is received (S105). That is, the MFP
200 starts the specific operation of the image processing
before the result of the user authentication is received. After
starting the specific operation, the MFP 200 shifts to S106 and
waits for a result of the user authentication. Also, when the
execution of the specific operation is not permitted (S104:
NO), the MFP 200 shifts to S106 and waits for a result of the
user authentication without starting the specific operation.

The specific operation for starting the execution in S105 is
different depending on a type of the job. The types of the
specific operation depending on types of the job in the MFP
200 are shown in FIG. 8. For example, when a type of the job
is PC printing, the MFP 200 performs ink cleaning and warm-
ing up of a fixing device in correspondence to a printing
method of the image forming unit 10. That is, the MFP 200
selects a specific operation, which is to be started to be
executed in 105, from the plurality of specific operations,
depending on a content of the job.

In the meantime, the specific operation is not limited to the
processing shown in FIG. 8, and any operation may be pos-
sible inasmuch as the specific operation is a portion of the
processing that is necessary to be performed until a job is
completed and the specific operation is executed before an
image is output. For example, for a job for which a reading
operation should be performed by the image reading unit 11
and then other processing such as transmission, printing, file
preservation and the like is performed, such as FAX transmis-
sion, copy, scan and the like, the reading operation may be the
specific operation. Also, for example, for a job for which a
printing operation should be performed by the image forming
unit 10 and development processing of received image data
should be performed before the printing operation starts, such
as PC printing, FAX reception printing, copy and the like, the
development processing may be the specific operation.

After S106 or when the execution of the specific operation
is not permitted (S104: NO), the MFP 200 determines
whether a result of the user authentication is received from the
authentication server 100 (S106). When a result of the user
authentication is not received from the authentication server
100 (S106: NO), the MFP 200 determines whether a timeout
time period has elapsed after the authentication request is
output in S102 (S121). When the timeout time period has not
elapsed (S121: NO), the MFP 200 waits until a result of the
user authentication is received or the timeout time period has
elapsed.

When a result of the user authentication is received (S106:
YES), the MFP 200 determines whether the authentication
result has been successful (S107). When a success result is
received (S107: YES), the MFP 200 determines whether the
image processing of the job for which the start request is
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received is restricted (S108). Specifically, in 108, the MFP
200 extracts a user-specified record, which corresponds to the
authenticated user, from the user restriction table 341. When
there is no corresponding user-specified record, the MFP 200
extracts the unregistered record. Then, the MFP 200 deter-
mines whether it is possible to execute the image processing
of'the job for which the start request is received, based on the
restriction information of the extracted record, and deter-
mines that the image processing is restricted when it is deter-
mined that the image processing of the job cannot be
executed.

When the image processing is not restricted (S108: NO),
the MFP 200 starts the execution of the image processing of
the job for which the start request is received (S109). In S109,
when the specific operation has not started, the MFP 200
starts the specific operation. When the specific operation has
started but is not completed, the MFP 200 waits for the
completion of the specific operation and then starts the execu-
tion of the image processing. That is, the MFP 200 completes
the job after completing the specific operation. After S109,
the MFP 200 ends the job execution processing.

On the other hand, when a failure result is received (S107:
NO), when the image processing is restricted (S108: YES) or
when the timeout time period has elapsed (S121: YES), the
MEFP 200 does not start the execution of the image processing
and stops the specific operation if the specific operation is
being executed (S122).

After that, the MFP 200 determines whether there is spe-
cific data that is data generated by the specific operation
(8123). The specific data includes transmission data before
the FAX transmission, scan data before it is stored in a server
or storage and copy data before the printing, in the job accom-
panied by reading operation, and includes development data
before the printing, in the job accompanied by the printing
operation. When there is no specific data (S123: NO), the
MEFP 200 ends the job execution processing.

When there is the specific data (S123: YES), the MFP 200
determines whether the authentication result is received
(S124). When the authentication result is not received, i.e.,
when the timeout situation occurs (S124: NO), there is a high
possibility that the communication with the authentication
server 100 can not be performed. In this case, when the
communication is restored, the specific data can be used. For
this reason, the specific data is preserved in a predetermined
storage device (S127). The storage device that is a preserva-
tion place may be the NVRAM 34 or a server for preservation
(not shown).

When the authentication result is received (S124: YES), the
MEFP 200 determines whether the input of the user informa-
tion is made through a manual input by the operation on the
operation panel 40 (S125). When it is determined that the
manual input is made (S125: YES), an erroneous input of the
user may be regarded as one reason of the authentication
failure. In this case, the user authentication may be successful
by a retry operation and the specific data can be used if the
user authentication has been successful. For this reason, the
specific data is preserved in the predetermined storage device
(S8127). On the other hand, when the input of the user infor-
mation is made through an automatic input using the IC card
(8125: NO), it is difficult to consider an erroneous input of the
user as one reason of the authentication failure. In this case, a
possibility that the user authentication will be successful even
by a retry operation is very low. For this reason, since there is
a high possibility that the specific data will be useless, the
MEFP 200 deletes the specific data (S126). After S126 or S127,
the MFP 200 ends the job execution processing.
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That is, in the job execution processing of the first embodi-
ment, the specific operation corresponding to the content of
the job is started within a time period during which the MFP
200 waits until it is determined that the user authentication is
successful. That is, the MFP 200 starts a portion of the opera-
tion for completing the job before it is determined that the
user authentication is successful. Thereby, it can be expected
that the job will be completed at an early stage by the MFP
200.

Meanwhile, in the first embodiment, after the authentica-
tion has been successful, the specific operation that can be
further executed is restricted for the user authenticated in
S108 based on the restriction information. However, the spe-
cific operation may be restricted in S105 at which the specific
operation is started, based on the user information acquired in
101.

Also, in the first embodiment, the restriction information
corresponding to the authenticated user is provided and the
image processing that can be further executed is restricted for
the authenticated user. However, the execution of the image
processing for the authenticated user need not necessarily be
restricted. In this case, the user restriction table 341 and the
processing of S108 in the job execution processing are not
necessary.

Second Embodiment

Subsequently, login execution processing, which is
executed by the MFP 200 so as to realize the operations of the
second embodiment, is described with reference to a flow-
chart of FIG. 9 (9A, 9B). The login execution processing is
executed by the CPU 31 when the MFP 200 receives a login
request of requesting a login from the MFP 200. In the mean-
time, the same processing as the job execution processing of
the first embodiment will be denoted with the same reference
numerals and the descriptions thereof will be omitted.

In the login execution processing, the MFP 200 first
requests the user to input the user information and acquires
the user information input by the user (S101). Then, the MFP
200 outputs an authentication request to the authentication
server 100 (5102).

After 102, the MFP 200 executes the execution restriction
determination processing shown in FIG. 7 (S103). In the
meantime, S102 and S103 may be executed in reversed order
or may be executed at the same time. Also, since a job is not
received in the login execution processing, the MFP 200 does
not execute the determination of S113 in the execution
restriction determination processing. That is, when a result of
the determination of S112 in execution restriction determina-
tion processing is NO, the MFP 200 proceeds to 114.

After 103, the MFP 200 determines whether it is permitted
to execute the specific operation (S104). When it is permitted
to execute the specific operation (S104: YES), the MFP 200
executes a specific operation corresponding to the user infor-
mation acquired in S101 (S205). That is, the MFP 200 starts
the specific operation of the image processing before a result
of the user authentication is received. After starting the spe-
cific operation, the MFP 200 proceeds to S106 and waits for
a result of the user authentication. Also, when it is not per-
mitted to execute the specific operation (S104: NO), the MFP
200 proceeds to S106 and waits for a result of the user authen-
tication without starting the specific operation.

Specifically, in S205, the MFP 200 extracts a user-specified
record, which corresponds to a user specified by the user
information, from the user restriction table 341. When there is
no corresponding user-specified record, the MFP 200 extracts
the unregistered record. Then, the MFP 200 determines
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whether it is possible to execute the job for each type of the
job, based on the restriction information of the extracted
record. Then, the MFP 200 extracts an executable job, and
further, selects a specific operation for each type of the
extracted job (refer to FIG. 8). That is, the MFP 200 selects a
specific operation that is to be started to be executed in S205,
based on the restriction information corresponding to the user
information. Then, the MFP 200 starts executing the selected
specific operation.

After S205 or when it is not permitted to execute the
specific operation (S104: NO), the MFP 200 determines
whether a result of the user authentication is received from the
authentication server 100 (S106). When a result of the user
authentication is not received (S106: NO), the MFP 200
determines whether the timeout time period has elapsed
(S121). When the timeout time period has not elapsed (S121:
NO), the MFP 200 waits until a result of the user authentica-
tion is received or the timeout time period has elapsed.

When a result of the user authentication is received (S106:
YES), the MFP 200 determines whether the authentication
result is successful or not (S107). When a success result is
received (S107: YES), the MFP 200 determines whether an
executable job is received (S211). The MFP 200 determines
whether a job can be executed based on the restriction infor-
mation. When an executable job is received (S211: YES), the
MEFP 200 executes the corresponding job (S212). In S212,
when the specific operation has not started, the MFP 200
starts the specific operation. When the specific operation has
started but is not completed, the MFP 200 waits for the
completion of the specific operation and then starts executing
a remaining operation for completing the job. That is, the
MEFP 200 completes the job after completing the specific
operation.

After S212 or when an executable job is not received
(S211: NO), the MFP 200 determines whether a logout
request for requesting a logout from the MFP 200 is received
(S213). When the logout request is not received (S213: NO),
the MFP 200 proceeds to S211. Then, the MFP 200 waits for
a job or an input of the logout request. When the logout
request is received (S213: YES), the MFP 200 deactivates the
login state (S214).

After S214, when a failure result is received (S107: NO) or
when the timeout time period has elapsed (S121: YES), the
MEP 200 stops the specific operation that is being executed
(8122). The processing after S112 is the same as the process-
ing after S122 in the job execution processing of the first
embodiment.

That is, in the login execution processing of the second
embodiment, the specific operation corresponding to the
restriction information of the login user starts before it is
determined that the user authentication is successful.
Thereby, in the MFP 200, it can be expected that the job will
be completed at an early stage, like the job execution process-
ing of the first embodiment.

As specifically described above, the MFP 200 starts the
specific operation, which is a portion of the operation for
completing the job, during the waiting time period after the
MEFP 200 requests the authentication server 100 to authenti-
cate the user until the result of the user authentication is
received. Thereby, it is possible to effectively utilize the wait-
ing time period in the MFP 200.

The above illustrative embodiment is merely an example
and is not construed to limit the invention. Therefore, the
invention can be variously modified and changed without
departing from the scope of the invention. For example, the
image processing apparatus may be an arbitrary apparatus
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insofar as it has an image processing function, and may be a
copier, a printer, a scanner and a FAX apparatus, in addition to
the MEFP 200.

In the above illustrative embodiment, the MFP 200 has the
user restriction table 341. However, as shown in the image
processing system 901 of FIG. 10, a management server 300
having the user restriction table 341 may be provided and the
restriction information of the image processing may be
acquired from the management server 300, based on a result
of the authentication in the authentication server 100. When
the restriction information of the image processing is
acquired from the management server 300 that is an external
apparatus, it is possible to reduce the load of the memory of
the MFP 200. Also, when the management server 300 is
commonly used among a plurality of the image processing
apparatuses, it is possible to save the trouble of setting the
restriction information in the plurality of image processing
apparatuses. On the other hand, when the MFP 200 has the
user restriction table 341 and reads out the restriction infor-
mation of the image processing, it is possible to reduce the
communication load and reduce a risk of being affected by a
communication state.

Also, in the above illustrative embodiment, the unregis-
tered record is provided, and a general restriction informa-
tion, which is applied to all users who are not registered in the
user restriction table 341, is provided. However, the invention
is not limited thereto. For example, the unregistered record
may not be provided and the image processing may be
restricted for a user who is not registered in the user restriction
table 341.

Also, in the above illustrative embodiment, when the suc-
cess result of the user authentication is not obtained from the
authentication server 100, the image processing is restricted.
However, the invention is not limited thereto. For example, a
general restriction information, which is applied when the
success result of the user authentication is not obtained from
the authentication server 100, may be provided, and the
execution of a portion of the image processing may be per-
mitted on the basis of the general restriction information.

Also, in the above illustrative embodiment, the specific
operation starts after outputting the authentication request.
However, the specific operation may start before outputting
the authentication request. That is, the specific operation may
start after the user information is input in S101.

Also, in the above illustrative embodiment, in S124 or
S125, the specific data is preserved or deleted depending on
situations. However, the condition of preserving or deleting
the specific data is not limited thereto. For example, when the
number of times of the authentication failure becomes larger
than a threshold value, the specific data may be deleted. Also,
when the authentication fails at a predetermined time zone,
the specific data may be deleted.

Also, in the above illustrative embodiment, in S124 or
S125, the specific data is preserved or deleted depending on
situations. However, the specific data may not be preserved or
deleted depending on situations. That is, when there is the
specific data at the time that itis determined not to execute the
image processing, the specific data may be deleted.

Also, the processing described in the illustrative embodi-
ment may be executed by hardware such as a single CPU, a
plurality of CPUs and an ASIC or a combination thereof.
Also, the processing described in the illustrative embodiment
may be implemented by a variety of aspects such as a record-
ing medium recording a program for executing the process-
ing, a method, and the like.
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The present invention provides illustrative, non-limiting
aspects as follows:

(1) In a first aspect, there is provided an image processing
apparatus including: a first interface; a second interface con-
figured to be connected with a server, the server being con-
figured to perform user authentication; an image processing
unit configured to execute a job, the job including image
processing; and a control device configured to: receive
authentication information of a user via the first interface;
transmit the received authentication information to the server
via the second interface; execute a specific operation after
receiving the authentication information, the specific opera-
tion being a part of the job; receive a result of the user
authentication from the server after executing the specific
operation; determine whether the user authentication by the
server has been successful in accordance with the received
result; and execute the rest of the job after completing the
specific operation and determining that the user authentica-
tion has been successful.

According to the first aspect, the image processing appa-
ratus can perform communication with the server performing
the user authentication, and the image processing by the
image processing unit is permitted on the basis of a result of
the user authentication performed by the server. Also, when
requesting the server to authenticate a user, the image pro-
cessing apparatus receives the input of the authentication
information and then starts a specific operation without wait-
ing for a success determination of the user authentication.
Here, the specific operation is a portion of an operation nec-
essary for completing a job during which the image process-
ing unit performs the image processing. The specific opera-
tion includes ink cleaning, warming up of a fixing device,
warming up of a scanner, reception of a setting input to an
operation panel and the like, for example. Also, the specific
operation may be a portion of a processing that is necessary
until a job is completed. For example, among reading and
printing operations which are necessary for a copy, the read-
ing operation may be set as the specific operation.

That is, in the image processing apparatus disclosed in the
specification, the specific operation starts during a waiting
time period, which is a time period after receiving the input of
the user authentication and until determining that the user
authentication is successful. Thereby, it is possible to effec-
tively utilize the waiting time period in the image processing
apparatus.

(2) In a second aspect, there is provided the image process-
ing apparatus according to the first aspect, wherein the spe-
cific operation includes a plurality of types of operations, and
wherein the control device is configured to select a type of the
specific operation to be executed based on a content of the job.

The type of the specific operation is different depending on
a content of the job, such as a type of the job and a method of
the image processing. For this reason, it is preferable to select
and execute the specific operation depending on the content
of the job.

(3) In a third aspect, there is provided the image processing
apparatus according to the first aspect, wherein the specific
operation includes a plurality of types of operations, and
wherein the control device is configured to select a type of the
specific operation to be executed based on restriction infor-
mation, which corresponds to the authentication information
received by the first interface and restricts at least one of an
executable function and an executable amount of the image
processing.

That is, when an execution function is restricted on the
basis of the restriction information, there is a high possibility
that the specific operation relating to the restricted function
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will be useless. For this reason, it is preferable to select and
execute a type of the specific operation based on the restric-
tion information of each user.

(4) In a fourth aspect, there is provided the image process-
ing apparatus according to the first aspect, further including a
storage unit configured to store therein specific data which is
generated by executing the specific operation, wherein the
control device is configured to delete the specific data stored
in the storage unit when it is determined that the user authen-
tication has failed.

The case where the user authentication fails includes a case
where communication with the server can not be performed,
in addition to the case where the authentication failure result
is received from the server. When the user authentication
fails, the image processing is not permitted. For this reason, it
is preferable to delete the specific data to reduce a memory
load.

(5) In a fifth aspect, there is provided the image processing
apparatus according to the fourth aspect, wherein, when a
deletion restriction condition of restricting the deletion of the
specific data has been satisfied, the control device is config-
ured not to delete the specific data even when it is determined
that the user authentication has failed.

Even in a case where the user authentication has failed, the
user authentication may immediately succeed thereafter. For
this reason, it is preferable not to delete the specific data when
the deletion restriction condition of restricting the deletion of
the specific data is satisfied.

(6) In a sixth aspect, there is provided the image processing
apparatus according to the fifth aspect, wherein the deletion
restriction condition is satisfied when it is determined that
communication with the server can not be performed.

In a case where the communication can not be performed,
there is a high possibility that the authentication result can be
received after the communication is restored. Therefore, it is
preferable to maintain the specific data without deleting the
specific data.

(7) In a seventh aspect, there is provided the image pro-
cessing apparatus according to the fifth aspect, further includ-
ing an operational interface, wherein the deletion restriction
condition is satisfied when the first interface receives the
input of the authentication information of the user through the
operational interface.

In a case where the authentication information has been
received through the operational interface, even if the user
authentication has failed, there is a high possibility that a retry
operation of re-inputting the authentication information will
be performed. For this reason, it is preferable to maintain the
specific data without deleting the specific data.

(8) In an eighth aspect, there is provided the image pro-
cessing apparatus according to the first aspect, wherein the
control device is configured to restrict the execution of the
specific operation when an execution restriction condition,
which is a condition for restricting the execution of the spe-
cific operation, has been satisfied.

The execution restriction condition includes, for example,
a condition where main body authentication fails, a condition
where communication speed is high, a condition where it
does not take much time to start executing the specific opera-
tion, a condition where another job is being executed, and a
condition where a memory is full. If the specific operation is
executed after the input of the authentication information has
been received and before it is determined that the user authen-
tication has succeeded, aload of the control device or memory
increases. For this reason, it is preferable to set the execution
restriction condition so as to be able to select whether or not
to execute the specific operation.
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(9) In a ninth aspect, there is provided an image processing
system including: an image processing apparatus configured
to be connected with a server and execute a job, the job
including image processing; and the server configured to
store user information for identifying a user, wherein the
image processing apparatus is configured to receive authen-
tication information of a user, wherein the image processing
apparatus is configured to transmit the received authentica-
tion information to the server, wherein the image processing
apparatus is configured to execute a specific operation after
receiving the authentication information, the specific opera-
tion being a part of the job, wherein the server is configured to
perform user authentication by using the transmitted authen-
tication information, wherein the image processing apparatus
is configured to receive a result of the user authentication
from the server after executing the specific operation,
wherein the image processing apparatus is configured to
determine whether the user authentication by the server has
been successful in accordance with the received result, and
wherein the image processing apparatus is configured to
execute the rest of the job after completing the specific opera-
tion and determining that the user authentication has been
successful.

According to the aspects, it is possible to implement an
image processing apparatus and an image processing system
capable of effectively utilizing time after a server is requested
to authenticate a user until a result of the user authentication
is acquired.

What is claimed is:
1. An image processing apparatus comprising:
a first interface;
asecond interface configured to be connected with a server,
the server being configured to perform user authentica-
tion;
an image processing unit configured to execute at least part
of'ajob, including image processing, the job including a
first part of the job and a second part of the job; and
a control device configured to:
receive authentication information of a user via the first
interface;
transmit the received authentication information to the
server via the second interface;
start executing the first part of the job after receiving the
authentication information and before receiving a
result of the user authentication from the server;
receive the result of the user authentication from the
server after starting the execution of the first part of
the job;
determine whether the user authentication by the server
has been successtul in accordance with the received
result
execute the rest of the first part of the job, in a case where
the execution of the first part of the job has not been
completed when it is determined that the user authenti-
cation has been successful; and
start executing the second part of the job after completing
the execution of the first part of the job and when it is
determined that the user authentication has been suc-
cessful.
2. The image processing apparatus according to claim 1,
wherein the first part of the job includes a plurality of types
of operations, and
wherein the control device is configured to select a type of
the first part of the job to be executed based on a content
of'the job.
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3. The image processing apparatus according to claim 1,

wherein the first part of the job includes a plurality of types

of operations, and

wherein the control device is configured to select a type of

the first part of the job to be executed based on restriction
information, which corresponds to the authentication
information received by the first interface and restricts at
least one of an executable function and an executable
amount of the image processing.

4. The image processing apparatus according to claim 1,
further comprising a storage unit configured to store therein
specific data which is generated by executing the first part of
the job,

wherein the control device is configured to delete the spe-

cific data stored in the storage unit when it is determined
that the user authentication has failed.

5. The image processing apparatus according to claim 4,

wherein, when a deletion restriction condition of restrict-

ing the deletion of the specific data has been satisfied, the
control device is configured not to delete the specific
data even when it is determined that the user authenti-
cation has failed.

6. The image processing apparatus according to claim 5,

wherein the deletion restriction condition is satisfied when

it is determined that communication with the server can
not be performed.

7. The image processing apparatus according to claim 5,
further comprising an operational interface,

wherein the deletion restriction condition is satisfied when

the first interface receives the input of the authentication
information of the user through the operational inter-
face.

8. The image processing apparatus according to claim 1,

wherein the control device is configured to restrict the

execution of the first part of the job when an execution
restriction condition, which is a condition for restricting
the execution of the first part of the job, has been satis-
fied.

9. The image processing apparatus according to claim 1,

wherein the first part of the job does not include outputting

an image, and the second part of the job includes out-
putting an image.

10. The image processing apparatus according to claim 1,

wherein the image processing unit includes an image form-

ing unit, and

wherein the first part of the job is at least one of develop-

ment processing and warming up of the image forming
unit, and the second part of the job includes printing an
image.

11. The image processing apparatus according to claim 1,

wherein the image processing unit includes an image read-

ing unit, and

wherein the first part of the job is at least one of reading

processing and warming up of the image reading unit.

12. The image processing apparatus according to claim 1,
further comprising an operational interface,

wherein the first part of the job is reception of an operation

by the operational interface.

13. An image processing system comprising:

an image processing apparatus configured to be connected

with a server and execute at least part of a job, including
image processing, the job including a first part of the job
and a second part of the job; and

the server configured to store user information for identi-

fying a user,

wherein the image processing apparatus is configured to

receive authentication information of the user,
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wherein the image processing apparatus is configured to
transmit the received authentication information to the
servet,

wherein the image processing apparatus is configured to
start executing the first part of the job after receiving the
authentication information and before receiving a result
of the user authentication from the server,

wherein the server is configured to perform user authenti-
cation by using the transmitted authentication informa-
tion,

wherein the image processing apparatus is configured to
receive the result of the user authentication from the
server after starting the execution of the first part of the
job,

wherein the image processing apparatus is configured to
determine whether the user authentication by the server
has been successful in accordance with the received
result,

wherein the image processing apparatus is configured to
execute the rest of the first part of the job, in a case where
the execution of the first part of the job has not been
completed when it is determined that the user authenti-
cation has been successful; and

wherein the image processing apparatus is configured to
start executing the second part of the job after complet-
ing the execution of the first part of the job and when it
is determined that the user authentication has been suc-
cessful.

14. The image processing system according to claim 13,

wherein the first part of the job does not include outputting
an image, and the second part of the job includes out-
putting an image.

15. The image processing system according to claim 13,

wherein the image processing apparatus includes at least
one of an image forming unit, an image reading unit and
an operational interface, and

wherein the first part of the job includes at least one of
development processing, warming up of the image
forming unit, reading processing, warming up of the
image reading unit and reception of an operation by the

10

25

18

operational interface, and the second part of the job
includes at least one of transmitting an image, preserv-
ing an image and printing an image.

16. The image processing apparatus system according to
claim 13,

wherein the first part of the job includes a plurality of types

of operations, and

wherein the image processing apparatus is configured to

select a type of the first part of the job to be executed
based on a content of the job.

17. The image processing system according to claim 13,

wherein the first part of the job includes a plurality of types

of operations, and

wherein the image processing apparatus is configured to

select a type of the first part of the job to be executed
based on restriction information, which corresponds to
the authentication information received by the image
processing apparatus and restricts at least one of an
executable function and an executable amount of the
image processing.

18. The image processing system according to claim 13,
further comprising a storage unit configured to store therein
specific data which is generated by executing the first part of
the job,

wherein the image processing apparatus is configured to

delete the specific data stored in the storage unit when it
is determined that the user authentication has failed.

19. The image processing system according to claim 18,

wherein, when a deletion restriction condition of restrict-

ing the deletion of the specific data has been satisfied, the
image processing apparatus is configured not to delete
the specific data even when it is determined that the user
authentication has failed.

20. The image processing system according to claim 13,

wherein the image processing apparatus is configured to

restrict the execution of the first part of the job when an
execution restriction condition, which is a condition for
restricting the execution of the first part of the job, has
been satisfied.



